Jlekumna 4
AyTeHTUdUKaLuS,
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Tema O630p AAA



AyTeHTndUMKaumsa 6e3 AAA

Telnet ya3Bum nepes atakamu nogbopa naposen

User Access Verification

Password: cisco

Internet Password: ciscol
Password: ciscolZ2
% Bad passwords

S0/0/0

‘ GO/ Oﬁ

Rl (config)# line vty 0 4
R1(config-line)# password cis5cio
Rl (config-line)# legin




AyTeHTudunkauna 6es AAA (npogoxeHue)

Mcnonb3oBaHne SSH 1 nokasnbHoM 6a3bl AaHHbIX

Internet

User Access Verification

Username: Admin
Password: ciscol
% Login invalid

Username: Admin
Password: ciscolZz
% Login invalid

S0/0/0

Rl (config)# ip domain-name cisco-academy.com

Rl (config) # crypto key generate rsa general-keys modulus 2048

Rl (config-line)# transport input ssh
Rl (config-line)# login local




KomnoHeHTbl AAA

Authentication
Who are you?

Authorization
How much can you spend?

Accounting
What did you spend it on?

Swatement Cicwing Date

013101

ANYTOWN. USA 'M”
472939345 00178255000000003 byt belbebuns B bbbl Bl

Detach here and return Lpper POrtion with check or money order. Do not staple or fold.
Statement of Personal Credit Card Account

Rotan tus porton Y your fes.

Account Number
1234-456-890 01-31-01

Payment Due Date: 030101

_ Ciosina Date: 013101

Crodit Avallable: s1221. 5%
Minimum Payment Dues: $20.00

+3.00
+25.00

L9V

+250.50

+0
$278.50




Tema XapakTepncTtnkm
AAA



Pe>xxmbl ayTeHTUdMKaLmnm

AAA Router
)- e, |
— |

O ©

JlokanbHasn
ayTeHTUOMKaLUna AAA

Remote Client

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using the local database and the user is
authorized to access the network based on information in the local database.

O AAA Router
-« 2 i
O O O Cisco Secure

CepBepHaﬂ ACS Server

ayTeHTUdMKauma AAA

Remote Client

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using a remote AAA server.

4. The user is authorized to access the network based on information on the remote AAA Server.




ABTOpU3aLMA

ABTopu3auunsa AAA

O

Perimeter Router O
v

Remote Client -

1. When a user has been authenticated, a session is established with the AAA server.
2. The router requests authorization for the requested service from the AAA server.
3. The AAA server returns a PASS(FAIL for authorization.




Tunbl yyeTHOM MHbOpMaLmm
¢ Cetb

® ToaknouyeHue

® Pexwum BBOAA

® Cucrema

¢ KomaHaa

Pecypc

Yyet

YyeTr AAA

O

>
>

Perimeter Router O

Remote Client

1. When a user has been authenticated, the AAA accounting process generates a start message to
begin the accounting process.
2. When the user finishes, a stop message is recorded and the accounting process ends.




Tema KOHQuUrypmpoBaHue
NOKa/IbHOW
ayTeHTUdUMKaumm AAA

C MOMOLW,bO MHTEpPenca
KOMaHAHOW
cTpoku (CLI)



AyTeHTUPUKALMA aAMUHUCTPATUBHOIO 40CTYNA

JobaBbTe MMeHa No/sb3oBaTeIen 1 Napon B 1I0Ka/bHYLO 6a3y AaHHbIX MapLIpyTM3aTopa A
NoAb30BaTeIen, KOTOPbIM HEOOXOAMM aZAMUHUCTPATUBHBIN AOCTYN K 3TOMY MapLIpyTU3aTopy.

Bkatounte AAA B rnobasbHOM pexunme Ha MapLupyTmusaTope.
HactponTe napameTtpbl AAA Ha MapLpyTmnsaTope.

MNoaTBepauTe KoHOUrypaunio AAA 1 yCTpaHUTE HEMCNPABHOCTMW.

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOng5rPa55w0rd

Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPa55wOrd
Rl (config) # aaa new-model
Rl (config) # aaa authentication login default local-case

Rl (config) #




Method Type Keywords Description

MeToabl ayTeHTUdUKaL UK

enable

local
local-case
none

group radius
group tacacs+

group group-name

Uses the enable password for authentication.

Uses the local username database for authentication.

Uses case-sensitive local username authentication.

Uses no authentication.

Uses the list of all RADIUS servers for authentication.

Uses the list of all TACACS+ servers for authentication.

Uses a subset of RADIUS or TACACS+ servers for
authentication as defined by the aaa group server
radius oOr aaa group server tacacs+ command.

router (config-line) f

aaa authentication login {default | Iist-name} methodl..[methodd]

Command

Description

default

list-name

methodl... [method4]

Uses the listed authentication methods that follow this
keyword as the default list of methods when a user logs in.

Character string used to name the list of authentication
methods activated when a user logs in.

Identifies the list of methods that the AAA authentication
process will query in the given sequence. At least one
method must be specified. A maximum of four methods may
be specified.




CTaHAQPTHbIM M UMEHOBAHHbIM METOAbI

Bprmep nokanbHoM ayTeHTUOMKaumm AAA

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOng5rPa55wlrd

Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPa55wOrd
Rl (config) # aaa new-model
Rl (config) # aaa authentication login default local-case enable

Rl (config) # aaa authentication login SSH-LOGIN local-case
Rl (config)# line vty 0 4
Rl (config-line) # login authentication SSH-LOGIN




ToYHasA HaCTpoMKa KOHOUIYypaL MM ayTEHTUDUKALLUA

Router (config) #

aaa local authentication attempts max-fail

[number-of-unsuccessful —attempts]

CMHTAKCNC KOMaHAbI

Command Description

number-of-unsuccessful-

Number of unsuccessful authentication attempts before a
attempts

connection is dropped and the user account is locked.

R1# show aaa local user lockout
[Nokas Local-user Lock time
3a610KMPOBaHHbIX JR-ADMIN 04:28:49 UTC Sat Dec 27 2015
nosib3oBaTenen

R1# show aaa sessions

Total sessions since last reload: 4
Session Id: 1
[loka3 yH1UKaabHOro Unique Id: 175

User Name: ADMIN

IP Address: 192.168.1.10
Idle Time: 0

CT Call Handle: 0

AeHTudurKaTopa




Tema YcTpaHeHue
ownboK
ayTeHTUOUKaumm AAA



BapuvaHTbl 0T1aAKMU

OTnagka NOKaAbHOW ayTeHTUPUKaLunm AAA

accounting
administrative
api

attr
authentication
authorization
cache

coa

db
dead-criteria
id

ipc
mlist-ref-count

mlist-state

per-user

pod

protocol
server-ref-count
sg-ref-count
sg-server-selection
subsys

testing

Accounting

Administrative

AAA api events

AAA Attr Manager

Authentication

Authorization

Cache activities

AAA CoA processing

AAA DB Manager

AAA Dead-Criteria Info

AAA Unique Id

ARA TIPC

Method list reference counts
Information about AAA method

list state change and notification
Per-user attributes

AAA POD processing

AAA protocol processing

Server handle reference counts
Server group handle reference counts
Server Group Server Selection

AAA Subsystem

Info. about AAA generated test packets




OTnagka ayteHTMdMKaymum AAA

NHTepnpeTaumsa pe3y/ibTaTta OT/1a4AKu

: Feb 4 10:11:19.305 CST: AAA/MEMORY: create user (0x619C4940) user=''ruser=''
port="ttyl' rem addr='async/81560' authen type=ASCII service=LOGIN priv=1

: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): port='ttyl' list='"
action=LOGIN service=LOGIN

: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): using "default"™ list

: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): Method=LOCAL

: Feb 4 10:11:19.305 CST: AAA/AUTHEN (2784097690): status = GETUSER

: Feb 4 10:11:26.305 CST: AAA/AUTHEN/CONT (2784097690): continue login
(user="' (undef) ')

: Feb 4 10:11:26.305 CST: AAA/AUTHEN (2784097690): status = GETUSER

: Feb 4 10:11:26.305 CST: AAA/AUTHEN/CONT (2784097690): Method=LOCAL

: Feb 4 10:11:26.305 CST: AAA/AUTHEN (2784097690): status = GETPASS

: Feb 4 10:11:28.145 CST: AAA/AUTHEN/CONT (2784097690): continue login
(user='diallocal’)

: Feb 4 10:11:28.145 CST: AAA/AUTHEN (2784097690): status = GETPASS

: Feb 4 10:11:28.145 CST: AAA/AUTHEN/CONT (2784097690): Method=LOCAL

: Feb 4 10:11:28.145 CST: AAA/AUTHEN (2784097690): status = PASS




Tema
XapaKTepUCTUKM
cepBepHOU
ayTeHTUOUKaumm AAA



NbHas ayTeHTUdUKaLMA:

MNonb3oBaTesb ycTaHaBAMBAaET
NOAK/OYEHNE K MapLLUPYTM3aTopy.

MapLupyT13aTop 3anpallnBaeT UMS
No/Ib30BaTE/NS U Napo/ib,
ayTeHTUOULMPYET NO/b30BaATENS
Mo JIoKa/ibHOW H6a3e AaHHbIX.

CepBepHas ayTeHTUbMKaLms:

1.  [lonb3oBaTenb ycTaHaB/MBaeT
MOAK/OYEHNE K MapLLPYTM3aTOpy.

2.  MapuwpyTtunsatop 3anpalimBaeT UMs
No/sb30BaTeNs U Napoib.

3.  MapuwpyTusaTtop nepegaer ums
NnoNb30BaTeNsA 1 Napo/b

Ha Cisco Secure ACS (cepsep
NN MOZY/b).

CpaBHeHMe N0KaJbHOU 1 CEPBEPHOU
ayTeHTudumkaymnm AAA

O

Cisco Secure ACS
for Windows
Server

Cisco Secure ACS
for Windows
Server

Cisco Secure ACS
for Windows
Server



HAaKOMCTBO C CUCTEMOW YNPaB/AEHNA 3aLULLEHHbBIM
poctynom Cisco (Access Control System, ACS)

Cisco Secure ACS for
Windows Server

communicate between the clients and AAA

TACACS+ or RADIUS protocols are used to
security servers.

&

Roter Cisco Secure ACS

Solution Engine

Cisco Secure ACS
Express

Remote User




Tema
KOMMYHUKaLUNOHHbIE
MPOTOKO/1bl
cepsepHoro AAA



TACACS+

HakomMmcTBo ¢ npoTtokoaamu TACACS+ n RADIUS

RADIUS

Functionality

Standard
Transport Protocol
CHAP

Protocol Support
Confidentiality

Customization

Accounting

Separates AAA according to the
AAA architecture, allowing
modularity of the security server
implementation

Mostly Cisco supported
TCP

Bidirectional challenge and response
as used in Challenge Handshake
Authentication Protocol (CHAP)

Multiprotocol support
Entire packet encrypted

Provides authorization of router
commands on a per-user or per-
group basis

Limited

Combines authentication and
authorization but separates accounting,
allowing less flexibility in
implementation than TACACS+

Open/RFC standard
upp

Unidirectional challenge and response
from the RADIUS security server to the
RADIUS client

No ARA, no NetBEUI
Password encrypted

Has no option to authorize router
commands on a per-user or per-group
basis

Extensive



AyteHTndunkauymsa TACACS+

Mpouecc aytrentudukaummn TACACS+

Connect ~ Username prompt?
= -~ [2; 3o
R2
Username? Use “Username” ACS
< © = ©
JR-ADMIN JR-ADMIN
> @ >
Password prompt?
@ >
Password? Use “Password”
-€ 3
StrOngPa55w0rd @ StrOngPa55w0rd
>
Accept/Reject




AyTteHTndmkauma RADIUS

Mpouecc ayteHTudmkaunumn RADIUS

Access-Request

(JR_ADMIN,
) (13 ]
Username? O - O StrOngPa55w0rd”)
R2

ACS

JR-ADMIN Access-Accept

= - 6 )

Password? O

StrOngPa55w0rd




MuTterpauna TACACS+ n ACS

Cisco Secure ACS

TACACS+ or RADIUS protocols are used to communicate between

the clients and AAA security servers.

Cisco Secure ACS
for Windows Server

\
P

Perimeter Router

Remote User



NuTterpauyunsa AAA c Active Directory

RADIUS is used to communicate
between clients and the Microsoft

Windows Server NPS (IAS) AAA

Server. Microsoft NPS is used to

authenticate access fo the
router.

- El

Perimeter Router

Windows Server NPS (JAS)

Remote User AAA Server



Tema KoHoUrypmposaHume
cepBepHOU
ayTeHTUdUMKaumm AAA

C MOMOLW,bO MHTEpPEenca
KOMaHAHOW
cTpoku (CLI)



[poueaypa HAaCTPOMKM cepBepHOM ayTeHTUPUKaL UM AAA
C MOMOLLbIO MHTEepdenca komaHaHown cTpokm (CLI)

Bratounte AAA.
. Ykaxwute IP-agpec cepsepa ACS.

HacTtpownTe cekpeTHbIN KJtou.

WP

HacTtpounTte ncnonbsoBaHue cepeepa RADIUS nan TACACS+
ANS ayTeHTUDUKALNN.



yepes CLI

OJTa/I0OHHAaA TOMOJ/1I0rU4
cepBepHon AAA

KoHdurypmposaHue
cepsepa AAA
TACACS+

TACACS+ or RADIUS protocols are used to
communicate between the clients and AAA
security servers.

OHPUryprpoBaHme ncnonbsoBaHus cepsepos TACACS+

192.168.1.100

Rl (config) # aaa new-model
Rl (configqg) #

Rl (config)# tacacs server Server-T

=

)

Cisco Secure ACS

for Windows using
RADIUS

192.168.1.101

Cisco Secure ACS
Solution Engine
using TACACS+

R1 (config-server-tacacs)# address ipv4 192.168.1.101

Rl (config-server-tacacs)# single-connection
R1 (config-server-tacacs) # key TACACS-Pa55wOrd
Rl (config-server-tacacs) # exit

Rl (config) #




KoHburyprpoBaHue ncnoab3oBaHus cepeepoB RADIUS
yepes CLI

KoHdpurypuposaHue cepepa AAA RADIUS

Rl (config) # aaa new-model

Rl (config) #

Rl (config) # radius server SERVER-R

Rl (config-radius-server)# address ipv4 192.168.1.100 auth-port 1812 acct-port 1813
Rl (config-radius-server)# key RADIUS-Pa55w0rd

Rl (config-radius-server) # exit

Rl (confiqg) #




OHPUrypmpoBaHMe ayTeEHTUPUKAL MM C UCMOb30BAHUNEM
epsepa AAA

R1(config)# aaa authentication login default ?

cache Use Cached-group
enable Use enable password for authentication.
group Use Server-group
krb5 Use Kerberos 5 authentication.
krb5-telnet Allow logins only if already authenticated via Kerberos V
Telnet.
line Use line password for authentication.
local Use local username authentication.
UBTaKCMC KOMaHJbl local-case Use case-sensitive local username authentication.

none NO authentication.
passwd-expiry enable the login list to provide password aging support

Rl (config)# aaa authentication login default group ?
WORD Server-group name
ldap Use list of all LDAP hosts.
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.

R1 (config) # aaa new-model

Server-T
address ipv4 192.168.1.100
single-connection

1 (config-server-tacacs)# key TACACS-Pa55w0rd

KOHCI)V”'YPV'POBaHV'e R1 (config-server-tacacs)# exit
Y R1 (config) #
CepBepHOM R1(config) # radius server SERVER-R
TeHTl/ICIDMKaLI,MM AAA R1 (config-radius-server)# address ipv4 192.168.1.101 auth-port 1812 acct-port 1813

R1 (config-radius-server)# key RADIUS-Pa55w0Ord
R1 (config-radius-server)# exit
R1 (config) #

£ig)# aaa authentication login default group tacacs+ group radius local-case




Tema YcTpaHeHue
oWwnboK cepBepHOU
ayTeHTUOUKaumm AAA



MOHUTOPUHI TpadmKa ayTEHTUPMKAL UM

Micnpaenexue owmbok cepBepHOU ayTeHTUPUKaLnm AAA

R1l# debug aaa authentication
AAA Authentication debugging is on

i B A
e I £
21 B -
:17:

AAA/AUTHEN (567936829): Method=TACACS+
TAC+: send AUTHEN/CONT packet

TAC+ (567936829): received authen response status = PASS
AAA/AUTHEN (567936829): status = PASS




Otnagka npotokosioB TACACS+ n RADIUS

R1l# debug radius ?

accounting RADIUS accounting packets only
authentication RADIUS authentication packets only
brief Only I/O transactions are recorded
M v elog RADIUS event logging
R PABHOCTEY failover Packets sent upon fail-over
RADIUS local-server Local RADIUS server

retransmit Retransmission of packets
verbose Include non essential RADIUS debugs
<cr>

R1# debug tacacs ?

accounting TACACS+ protocol accounting
authentication TACACS+ protocol authentication
[Monck HencnpaBHocTen TACACS+ authorization TACACS+ protocol authorization

events TACACS+ protocol events
packet TACACS+ packets
<cr>




naaka npotokonos TACACS+ u RADIUS (npogosixeHune)

PBEpHas
TeHTUOMKaumsa AAA
POILNA YCNELHO

CepBepHas
ayTeHTudukauma AAA He

aJ1aCb

R1# debug tacacs
TACACS access control debugging is on

:00:
:00:
:00:
:00:
:00:
:00:
:00:
:00:
:00:
:00:
:00:
:00:
:00:

09:
09:
09:
09:
10:
10:
10:
10:
14:
14:
14:
14:
14:

TAC+

TAC+:
TAC+:

TAC+

TAC+:
TAC+:
TAC+:

TAC+

TAC+:
TAC+:
TAC+:

TAC+

TAC+:

: Opening TCP/IP connection to 192.168.1.101 using source 10.116.0.79
Sending TCP/IP packet number 383258052-1 to 192.168.1.101 (AUTHEN/START)
Receiving TCP/IP packet number 383258052-2 from 192.168.60.15
(383258052) : received authen response status = GETUSER

send AUTHEN/CONT packet

Sending TCP/IP packet number 383258052-3 to 192.168.1.101 (AUTHEN/CONT)
Receiving TCP/IP packet number 383258052-4 from 192.168.60.15
(383258052) : received authen response status = GETPASS

send AUTHEN/CONT packet

Sending TCP/IP packet number 383258052-5 to 192.168.1.101 (AUTHEN/CONT)
Receiving TCP/IP packet number 383258052-6 from 192.168.60.15
(383258052) : received authen response status = PASS

Closing TCP/IP connection to 192.168.60.15

R1# debug tacacs
TACACS access control debugging is on

$532
253
533
(i
o532
L
$53's
#2533
$5373
vh332
53¢
53
$53:

353
358
35
35
37
37:e
37:
37k
38:
38:
38:
38:
40:

: Opening TCP/IP connection to 192.168.1.101 using source 192.48.0.79

: Sending TCP/IP packet number 416942312-1 to 192.168.1.101 (AUTHEN/START)

: Receiving TCP/IP packet number 416942312-2 from 192.168.60.15
(416942312) : received authen response status = GETUSER

: send AUTHEN/CONT packet

: Sending TCP/IP packet number 416942312-3 to 192.168.1.101 (AUTHEN/CONT)

: Receiving TCP/IP packet number 416942312-4 from 192.168.60.15
(416942312) : received authen response status = GETPASS

: send AUTHEN/CONT packet

: Sending TCP/IP packet number 416942312-5 to 192.168.1.101 (AUTHEN/CONT)

: Receiving TCP/IP packet number 416942312-6 from 192.168.60.15
(416942312) : received authen response status = FAIL

¢ Closing TCP/IP connection to 192.168.60.15



Tema
KoOHpurypmpoBaHue
cepBepHOU
aBTopusaumnm AAA



3HAaKOMCTBO C cepBepHOM aBTopm3aymnen AAA

BHEHMWE ayTeHTUPUKaL N 1 aBTOpU3aL U

AyTeHTUdUKaLUA NPOBEPSET, YTO YCTPOUCTBO MM KOHEYHbIV NO/Ib30BaTe b ABAAIOTCA
NernTUMHbBIMU.

® ABTOpM3aLMAa paspeLlaeT Uan 3anpeLLaeT NoAb3oBaTe M, NPOoLeALWNM ayTeHTUPUKALNIO,
AOCTYN K onpeenieHHbIM 061acTIM M NporpaMMam B CeTH.

paBHeHue TACACS+ n RADIUS

® TACACS+ pa3gensiet ayTeHTMdUKALMIO OT aBTOPM3aLLUN.

® RADIUS He pa3genseT ayTeHTUPUKALMIO OT aBTOPM3ALLUN.



HacTtpownka aBTopusaumm AAA C noMoLLbio MHTepdEeNca
KoMaHaHoW cTpoku (CLI)

AHRTaKCNC KOMaHAbl

Cnncok meTos0B aBTOpPU3aL UM

asTopusauunm AAA

Rl (config)# aaa authorization (network | exec | commands level}
{default | list-name} methodl...[methodd]

R1(config)# aaa authorization exec ?
WORD Named authorization list.
default The default authorization list.

Rl (config)# aaa authorization (network | exec | commands Ievel}
{default | list-name} methodl...[method4]

Rl (config)# aaa authorization exec default ?
cache Use Cached-group
group Use server-group.
if-authenticated Succeed if user has authenticated.
krb5-instance Use Kerberos instance privilege maps.
local Use local database.
none No authorization (always succeeds).

Rl (config) # aaa authorization exec default group ?
WORD Server-group name
ldap Use list of all LDAP hosts.
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOng5rPa55w0rd
Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPa55w0rd

Rl (config)# aaa new-model

Rl (config)# aaa authorization exec default group tacacs+

Rl (config) # aaa authorization network default group tacacs+



Tema
KoOHpurypmpoBaHue
cepBepHOU
aBTopusaumnm AAA



3HAKOMCTBO C cepBepHbIM yyeToM AAA

872919345 00178255000000003

$278.50

MAR PAYMENT TO .

iy -

Lo s Dkl sl ol el bbbl 1

Detach here and return upper portion with check or money order. Do not staple or fold.

Statement of Personal Credit Card Account

' & N JOE EMPLOYEE 1234-456-890 01-31-01
G - Statement Date: 020101 Payment Dus Date: 030101
) Closing Date:  01-31:01
Credit Limt $1,500.00 Crodit Available:
New Balance:  $278.50 Minimum Payment Due: $20.00
|
Retecence
Number | Sod | Posted Actuity Sice Last Staternent Amount
43210087 | 0103 | 0113 | Payment Thank You $7425
PR - B 0124567 | 0112 | 0143 | Wings N Things Anytown, USA $2525
What did you spend it on? m :_:: :,:; ::‘m mm x
3210087 | 01-22 | 0123 | Tie Vack Anytown, USA $20.7%
76543210 | 01:20 | 0130 | Edectronic Wond Anytown, USA $80.25
23455678 0130 | Transaction Feos $2.00
34567890 0101 | Annual Fee $25.00




KoHpurypuposaHume yyeta AAA c nomoLbto MHTepdenca
KoMaHgHou ctpoku (CLI)

Rl {config) #

aaa accounting (network | exec | connection]} {default | Iist-name}
{start-stop | stop-only | none | [broadecast] methodl... [methodd]

CUHTaKCNC KOMaHAbI

Rl (config)# aaa accounting exec?

WORD Named Accounting list.
default The default accounting list.

Rl (config) f

aaa accounting (network | exec | connection} {default | Iist-name}
{start-stop | stop-only | none } [broadcast] methodl... [method4]

CHMCOK METOA0B quTa ‘ Rl (config) # aaa accounting exec default start-stop?
broadcast Use Broadcast for Accounting
group Use Server-group

| R1 (config) # aaa accounting exec default start-stop group?
WORD Server-group name
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.

Rl (config) # username JR-ADMIN algorithm-type scrypt secret StrOng5rPa5w0rd
Rl (config) # username ADMIN algorithm-type scrypt secret StrOng5rPa55w0rd
Rl (config) # aaa new-model

Rl (config)# aaa authentication login default group tacacs+

mep yyeta AAA

Rl (config)# aaa authorization exec default group tacacs+

Rl (config)# aaa authorization network default group tacacs+

Rl (config)# aaa accounting exec default start-stop group tacacs+

Rl (config)# aaa accounting network default start-stop group tacacs+




Tema

AyTeHTUPUKALMS
802.1X



eyeHme 6e30MacHOCTM C UCNO/Ib30BAHNEM ayTEHTUPMKAL UM
X Ha OCHOBEe NOpPTOB

Supplicant

Authentication POﬂ n 80 2. 1X
Server(RADIUS)

Controls physical

access to the network Performs client
based on client authentication.
authentication status

Authenticator

Supplicant

Authentication
Supplicant Authenticator senver nIs)
L4 [ EAPOL l RADIUS EAP ]
Requires access and
responds to requests
from switch o
EAPOL-Start
e
EAP-Request/Identity
<€
EAP-Response/fldentity RADIUS Access-Request
> >
O 6 MeéeH COO0 6 |_|_|Ie HNAaAMU 80 2. 1X < EAP-Request/OTP (One-Time-Password) <« RADIUS Access-Challenge
EAP-Response/OTP RADIUS Access-Request
T S
EAP-Success - RADIUS Access-Accept
-€ -«
Port Authorized
EAPOL-Logoff
=
Port Unauthorized
I




CocTosiHMS aBTOpM3aL MM nopToB 802.1X

CuHTaKcnc koMaHg ana dotax port-control

Authentication
Supplicant Authenticator Server(RADIUS)

51{config-if)# authentication port-control {auto | force-authorized | force-

unauthorized)

Parameter Description

auto Enables 802.1X port-based authentication and causes the port to
begin in the unauthorized state, enabling only EAPOL frames to be
sent and received through the port.

force-authorized The port sends and receives normal traffic without 802.1x-based
authentication of the client. This is the default seiting.

force-unauthorized Causes the port to remain in the unauthorized state, ignoring all
attempts by the client to authenticate. The switch cannot provide
authentication services to the client through the port.
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Authentication Server
(RADIUS)

Supplicant Authenticator

10.1.1.50

S1(config) # aaa new-model

S1(config) # radius server CCNAS

S1(config-radius-server)# address ipv4 10.1.1.50 auth-port 1812 acct-port 1813
S1 (config-radius-server)# key RADIUS-Pa55w0rd

S1(config-radius-server)# exit

S1(config)# aaa authentication dotlx default group radius

S1(config)# dotlx system-auth-control

S1(config)# interface F0/1

S1(config-if)# description Access Port

S1(config-if)# switchport mode access
S1(config-if)# authentication port-control auto
S1(config-if)# dotlx pae authenticator
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